Upping the Game:

Using Al Natural Language Processing
(NLP) To Proactively Detect Web
Defacements
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Introduction

With the rapid development of the internet around the world, the threat of website defacements is
also increasing. According to Zoné.org, about 500,000 websitesvere defaced in 202Q and the
growth of e.ccommerce has only made thempact of website defaements even more damaging to an
I OCAT EUAOQET 1TaeresihI3OiA EuBtdnier confidence often translates to declining
revenues and hefty penalties by regulatory agenciesf there is a data breach.

Several techniquescan be employedto monitor the website defacemens. However, most of these
methods cannot distinguish between actual defacemens by hackersand typical web page updates
by administrators.

Leveraging on the power of Natural Language Processing (NLR}|oudsine introducesa new
defacement monitoring enhancement, the Al NLP Engine and integrated it with the current
WebOrion Defacement Monitor. The new engine contains two different Al modelghich have been
named the Model T and ModelX, respectively. Both modelswere trained with over 10 years of
defaced dataset and can analyze the website HTML Text extractegroducing defacement
confidence scorghat more accurately determineswvhether the webpagehas beendefacedwith fewer
false positives than ever before
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Why Al NLP?
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Websites continue tobe attackedbecausethey are readily accessible on the internet foprobing and
hacking. Web defacements continue to be very prevalent, ranging from 400,000 to 1 million public
websites being hacked globally every year. These range from government , enterprise , fpvofit ,
small business websites, etc. There are significant business andcgety implications of defaced
websites including reputational impact, loss of business andonsumertrust, and defacements are
often symbolic of deeper security issues of the website owners.

Historical observations of past defacements include the following:

1
)l

Defaced web pages can show hacker images, texts or even audio/video clips

Defaced web pages typically have black backgrousdalthough quite fewcontain white or no
background imagesat all.

Somecd I T T EAUxT OAO OOAA ET ARAEAVOA X A IDEECAO E
Defacement text may or may not be in English.

—_—)

We decided to use Al to learn fromover ten million samples of defacedweb pages over the past
decade This allowsthe WebOrion Monitor to add a new level of intelligence beyond just webpage
change or keyword detection. We have also explored using both Al computer vision (CV) and text
analysis techniques.# 1 1T O A Qdséaki®e® realized that as defaced webpages do not have
representative color patterns, the use of text analysis is a better choice than CV. ThAsENLPwas
adoptedto learn from past defacements an@nalyze andclassify ifthe legitimacy of web page edits
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About Natural Language Processing (NLP) and Conataers Used in
Our Models

Natural Language Processing (NLP) is a branchAstificial Intelligence or Al. The technology enables
computers to process and understand human language in the form of text to understand its full
meaning. The field of statisticaNLP combines computer algorithms with machine learning and deep
learning models to automaticallyextract and classify elements of text and then assign a statistical
likelihood to eachmeaning of those elements. Here NLWas utilized to process the text catent of
the websites, extract the embedded information, and make predictions to classify whether the
websites are defaced or not.

The Al NLP enginehas been built with the following considerations during its research and
development:

9 Language Detection : Language probability is analyzed and the proportion of English is
verified in a sample HTML text content. If there is a major change in language in the
monitored webpage (e.g. from English to notiEnglish), we will trigger alerts as webmasters
typically do not modify the language of a webpage.

9 Stop words : Most Sop words are removed from processing to enhance the accuracy of the
Al model.

I Syntax and Semantics: Beyond just detecting keywordsthe Al model will learn from the
syntax and semantics bthe sentences.

§ Transformer Attention Model (TAM) based training for NLP: 7 A A/ O ENiotleBTO
leverages onaproven Al NLPmodel with additional testing and enhancements with defaced
data to provide the optimal accuracy to classify defacements.
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The idea here is to integrate the new NLP Engine with the current WebOrion platform, which is
already widely used to check thousands of webpages fq@otential defacementattacks. The NLP
technique helps analyze the text content on the target website instead of monitoring theimple
changes found in websites. When the user adds a hew website to WebOrion Defacement Monitor, an
intelligent baselineis run three times on the target website. If any changes adetected, the integrity
engine forwardsthe website to the Al NLP Enginéor a further analysis. The model in the NLP Engine
will then analyze the content of the websites independently and give the analysis result in the form
of confidence between 0% and 00% to indicate whether the websitehas been defaced idefaced or
not. A lower confidencescoreindicates that the model believeghat the detected change to the web
pageis less likelyto be a defacement. Conversely,a higher the confidencescore indicates a high
probability that a malicious webpage defacement hasccurred.
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Model T Training and Inference

The new NLP Engine utilizes two state- of-the-art NLP classification modelstheModel T and Model
X.

Model T is atransformer-basedmodel which adopts the mechanism of selhttention that simulates
human comprehension whenreading web pages It takes the webpage text content without the stop
words (by, what, that, etc.) as inputlt then analyzes the tokens(words) and extract semantic
information to understand the text. Like human beings, it differentially weights the significance of
each part of the input data, analyzing the context to extract the key information. Eventuallthis
producesa defacement confidence score tepO A OAT O O Edalysfs apiE Whithiedthe texis
part of a web defacement attack

Based on the considerationgnentioned above an Al NLP modelhas beenoptimized to provide a
classification score based on any HTML testibmissions Internal testing reveals an accuracyate of
over 90% for the real-world HTML textthat is supplied to the model

Past 10 years of
defaced data

Further testing with
Present Data

Model
Training
N°";d;f“d Transfer Learning Retr:ailzling_ and
Optimization

Well-known NLP
Transformer model

Once the final optimal ModelT Classifier has been trainedylodel-T isintegrated with the WebOrion
monitoring platform so it can perform inference each tine it checks a web page.
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In real world production systems, WebOrion will check for changes on the monitored webpage on a
regular basis. Any HTML text change will then be prprocessed €.g.,language checks, removal of
stop words, etc) and sent to ModelT classifier. ModelT will then perform its Al NLP analysis and
provides a defacement classification (yes/no) and confidence levet(g. 80%). Webpage tangesthat
are classified as@efacedwill get a high alert while non-defaced text will get regularor no alerts. In
this manner, WebOrion customers carprioritize response to high alerts, differentiate between
regular alerts and reducing false positives .
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Model X Training and Inference

The Model Xis developedto understand and analyze the text content in a different angl&he Model
X is awell-known decisiontree-based model thathas often outperformed other algorithms or
frameworks. It takes the tfidf vectorized text as input, which countghe occurrence ofa word in one
sample and then downweighs it with the occurrence of the same word over all the sample3his is
becausenormally the text in the defaced web page is significantly different frorthat of non-defaced web
pagesBy analyzing the word frequendes occurring in the text content, Model X learns to differentiate
between defaced and nordefaced web pages fronthese extracted statisticsPerformancetests have
demonstrated that the Model Xcan achieve around 90% accuracy on real word HTML data.

Past 10 years of
defaced data

Further testing with
Present Data

Model
Training

Non-defaced Training and
data

Optimization

Well-known NLP
Decision tree model

After the final ModelX Classifier has beeroptimized, ModetX is integrated with the WebOrion
monitoring platform to incorporate with Model -T to verify the web pages.

Yes, Defaced
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High Alert
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No. Defaced No Alerts.
confidence <50%

During actual verification, when changes are detected, the HTML text runs throughsemilar pre-
process as Model X and is sent to the Model X classifier. Model X will analyze the words frequency
information and give a defacement classification (yes/no) and confidence leved.g.80%) like Model
T.TheModel T and Model X make predictionsidependently and the alert will be sent out.
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Model Accuracies

The Al Models often requiremassive quantities of training data to learn. Fortunately, taking
advantage of the datasets with defaced web pages collected over the past 10 yeBoth models are
trained on defaced and nordefaced datasets with more than 120 thousand sample$he Model T
and Model Xhave eachlearned the patterns of the defaced web pages over the past 10 yeddsth
models were then tested using alatasetof 4000 defaced webpageshat had not been run through
before. Combining the prediction of both of the models, an accuracy of 95% to idewtéll the defaced
web pageswas achieved.
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model. A series of experimentswere doneto understand the model interpretability. An exampleis
provided below:

HaCKeD By ifactoryx HaCKeD By ifactoryx

non-defaced defaced

The modelAADOOOAA OEA heormally detx¢tell #r+the$defaced page, and thegives a
EECE OAT OA &£ O OEEO x1 OA8 3ET AA OEAnhihd wolkllalsoET T xO
influencesthe model predictionto determine with greater confidence that a defacement has occurred
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How to Use and Configure Al NLP

The new Al NLP Engine focuses on analyzing the text contents inside a webpage to determine
whether the webpage is defaed or not. We use two statef-the-art Al NLP classifier models, Model

T and Model X. Both models have been trained on the defaced and +umiaced datasets collected
over the past 10 yearsUsers that arenew to the Al NLP systenare recommended tofirst familiarize

with implementing the ModelT Classifierfor their website(s).

Here are some of the key steps to enable the Al NLP Engine:

Step 1: Enable the Al NLP Engine:

General Settings Content & Integrity Analytics Image Analytics Javascript Malware Detection Al NLP Engine
NLP Classifier NLP Keywords
About Al NLP Classifier

The Al NLP Classifier is a unique WebOrion micro-service that analyzes the HTML text given to it and returns a Defacement Confidence Score. If the score exceeds the threshold (default
50%), an alert will be triggered. For more information please see the white paper .

Enable Al NLP Classifier

Al NLP Engine Subscription
We are excited to have you subscribed to this engine! Enable the checkboxes to analyze the HTML content using the Al NLP Engine!

We will love to hear your thoughts. Please email custsupport@cloudsine.tech for any questions or suggestions about this new feature.

Step 2: Add Any Words to be Ignored by the Al NLP Classifier ( E.g.,Company Name)

Al NLP Classifier

Model T
This Al NLP Classifier is pre-trained on >10 years of defaced and non-defaced data using a proven deep learning Transformer Model. We have nicknamed it Model T. For more

informaticn please see the white paper

Defaced confidence threshold: @
Current threshold 50%

1% 50% 49 99%

be ignored: ¢

+ Add word to ignore

Show Model Explainability Tool
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Note: The defacement confidence threshold is set to 50% by default, which has been optimized
during the Al NLP training phase. If the defacement confidence exceeds this threshold, that means
the model considers the webpage as defaced. high alert notification will then be sent out tothe
designated persons

It is not recommendedto setthe threshold to the extremes ends of the 1 to 99% meterA threshold
that is set toohigh a thresholdmay miss some actuahlerts, while a verylow threshold will result in
more false alerts.

Step 3: Show Model Explainability Tool

After enabling the Al NLP model, users¢a A1 EAE OEA O3EI x -1 AAl @bl AET |
coveredin the next section.

Al NLP Classifier

Model T

This Al NLP Classifier is pre-trained on >10 years of defaced and non-defaced data using a proven deep learning Transformer Model. We have nicknamed it Model T. For more
information please see the white paper

Defaced confidence threshold: @
Current threshold: 50%

1% 50% {9 99%

Words to be ignored: @

+ Add word to ignore

-
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Explainability Tool

Beyond just providing an Al Blackbox which is provided the classification results,an Al NLP
Explainability Tool has been addedo decipherthe results ofthe Al NLP engine.

In a typical scenario, the Al NLP Engine may send out alerts when normal updates are detected. This
is because the Al NLP Engine might not have learned the worsisch ascompany or product names.
Thus,the enginemay classify the webpage as defaced whdinst encountering these words.

WebOrion engineers have madehe deliberate effort to include this tool to explain these prediction
results. The toolprovide additional insights into why the Al NLP engine considers the webpage as
defaced.This is done by assigning a weight to each woydvhich is an indication of how much that
word leads the model to make such a prediction. Any words witha positive weight add to the
confidence level that the webpge is defacedWords that are assigned thehighest weightswill be
ignored in for future predictions to improve classification accuracy fotthe monitored webpage.
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Step 4: Check Explainability Tool
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